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� A question of trust: Brief overview about different 
initiatives

� European Framework for Audit and Certification of 
Digital Repositories

� New common requirements DSA/WDS

� Guidelines
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Trusted digital repository

� “A trusted digital repository is one whose mission 
is to provide reliable, long-term access to managed 
digital resources to its designated community, now 
and in the future” 

(RLG/OCLC Working Group: Research Libraries Group, 
2002, p. i). 
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Trusted digital repository

� TDR has to ensure that the digital objects it preserves 
are not corrupted by accident or intentionally

� TDR has to ensure that access is given – not only 
physically, but also in appropriate digital formats

� Demonstration of know-how in digital preservation 

� Transparency is very important in the context of trust: 
All stakeholders should have the opportunity to 
ascertain the statements made by the institution. 
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General aspects 

� Criteria have to be as open as possible to meet the 
needs of a wide range of different repositories and 
archives

� Trust not only based on technical issues but also 
on organisational ones

� Repositories and archives have to demonstrate 
that they are aware of the challenges of digital 
curation and digital archiving
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History

� Since the mid-1990s different approaches and 
initiatives are concerned with "trust" within the 
context of digital archives

� How to ensure the integrity and authenticity of 
digital objects?

� How to develop standards for 

processes and procedures?
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Different stakeholders
� Selection of publications, guidelines, criteria:

� Task Force on Archiving of Digital Information (Commission on 
Preservation and Access and Research Libraries Group (RLG))

� OCLC
-> TRAC Trustworthy Repositories Audit & Certification

� Consultative Committee for Space Data Systems (CCSDS)
-> RAC Repositories Audit & Certification

� Digital Curation Centre (DCC) und DigitalPreservationEurope (DPE)
-> DRAMBORA

� nestor AG Vertrauenswürdige Archive/ Zertifizierung
-> DIN 31644/nestor-Siegel

� Data Archive and Networked Services (DANS) 
-> Data Seal of Approval

� Primary Trustworthy Digital Repository Authorisation Body (ISO-PTAB)
-> ISO 16363
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European Framework for Audit & 
Certification

� To harmonise the different approaches a 
Memorandum of Understanding with 3 initiatives 
was signed in 2010

-> European Framework for Audit & Certification 
of Digital Repositories

� Three different tiers that build upon each other
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Framework
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Theory and…

� … practice 
� Extented certification is only possible by DIN 31644 

� Formal certification only by ISO 16363

� Reflections about an evaluation of the framework 
with regard to these developments and the new 
common requirements

� Project proposal „Core Certification for Data 
Repositories in an Open Science Infrastructure” 
(Trust4Data) was rejected (Horizon2020) 
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Involved initiatives

� Data Seal of Approval

� DIN 31644/nestor-Siegel

� ISO 16363 (ISO 16919)

� ICSU/WDS
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Website nestor
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DIN 31644/nestor-Siegel

� Started in 2004 as a nestor Working group
� nestor: German competence network for digital 
preservation

� Publication: “Catalogue of Criteria for Trusted 
Digital Repositories” (2006/2009)

� Since 2012: DIN 31644 (German Institute for 
Standardisation)

� Since 2013: nestor Seal, based upon DIN 31644

� No formal board, but nestor working group with 
currently 11 members  from different institutions
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nestor Seal

� 34 criteria, divived in three parts:
1. Organisational framework

2. Object management

3. Infrastructure and security

� Different levels of compliance

� Self assessment

� 500 € fee

� Currently developing tools for the assessment

� Review by two reviewers

� Currently 2 evaluated archives
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Website PTAB
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ISO 16363

� ISO 16363: Audit and certification of trustworthy 
digital repositories (2012), based on TRAC

� More than 100 criteria, divided in three parts

1. Organisational infrastructure

2. Object management

3. Infrastructure and risk management

� PTAB (Primary Trustworthy Digital Repository 
Authorisation Body)

� Different compliance levels
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ISO 16363

� Full external audit

� Certification only allowed by organisations/persons 
who are certified by ISO 16919 (Requirements for 
Bodies Providing Audit and Certification of 
Candidate Trustworthy Digital Repositories)

� It was created for this purpose

� No formal certifications yet

� No information about fees and costs
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Website DSA 
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Data Seal of Approval
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� Developed in 2008 by DANS

� Lightwight approach 

� Since 2009 International Board



Current International Board Members

� Ingrid Dillo, DANS

� Francoise Genova, Strasbourg Astronomical Data 
Center

� John Howard, University College Dublin

� Mari Kleemola, Finnish Data Archive (FSD)

� Herve L’Hours, UKDA (Chair)

� Marion Massol, CINES 

� Natascha Schumann, GESIS

� Paul Trilsbeek, MPI 
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DSA

� 16 Guidelines, originally divided in three 
parts/perspectives:

� Data producer

� Data repository

� Data user

� Different levels of compliance

� Self assessment

� Review through Board and DSA community 
members
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DSA

� Online tool for assessment and review

� Every 2 years review of guidelines and compliance 
levels

� Currently 62 assessments

� New developments: DSA and World Data System 
(ICSU/WDS) started a common working group 
under the umbrella of RDA (Research Data 
Alliance) in 2012
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Website WDS
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ICSU WDS

� “As an ICSU Interdisciplinary body, the mission of the 
World Data System is to support ICSU’s vision by 
promoting long-term stewardship of, and universal 
and equitable access to, quality-assured scientific data 
and data services, products, and information across a 
range of disciplines in the natural and social sciences, 
and the humanities. ICSU-WDS aims to facilitate 
scientific research under the ICSU umbrella by 
coordinating and supporting trusted scientific data 
services for the provision, use, and preservation of 
relevant datasets, while strengthening their links with 
the research community.”
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ICSU WDS Core Certification

� Mandatory certification for (different types of) 
members

� 17 criteria:
1. WDS general requirements and policies (organization 

specific requirements)

2. Organizational framework

3. Management of data, products and services

4. Technical infrastructure

� Based on self-assessment, reviewed by the WDS 
Scientific Committee

� Focus on (earth) sciences
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DSA-WDS

� DSA more focused on social sciences and 
humanities and WDS more on physics and natural 
sciences

� DSA mainly in Europe, while WDS more common 
in US and Asia

� Despite the difference: similar approaches

� DSA and World Data System (ICSU/WDS) started a 
common working group under the umbrella of 
RDA (Research Data Alliance) in 2012
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Common Working Group DSA-WDS

� Members from both organisations involved

� Developing a Common Catalogue of Requirements

� Developing common procedures for an assessment

� Simplifying assessments

� Motivation for more assessments

� Creation of a shared testbed for the new 
requirements
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Common Requirements

� Structure is now oriented at the other standards

� Context

� Organisational infrastructure

� Digital object management

� Technology

� Additional information and applicant feedback
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Changes DSA – DSA-WDS

� No change of contents

� New structure: Like the standards within the 
framework

� Easier to go through

� Stronger emphasis on documented procedures and 
plans

� Clear labeling of the requirements
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Comparison

� Structure is now (with the new DSA-WDS 
requirements) very similar

� Organisational aspects

� Management of digital objects

� Technical aspects

� Different numbers of requirements

� Different kinds of review procedure

� Different costs
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A walk through all Common 
Requirements 
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Compliance levels

� 0 – Not applicable

� 1 – The repository has not considered this yet

� 2 – The repository has a theoretical concept

� 3 – The repository is in the implementation phase

� 4 – The guideline has been fully implemented in 
the repository
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Context
R0. Please provide context for your repository
� Repository Type. Select from: 

� Domain or subject-based repository
� Institutional repository
� National repository system, including governmental
� Publication repository
� Library/Museum/Archives
� Research project repository
� Other (Please describe)

� Brief Description of the Repository’s Designated Community
� Level of Curation Performed. Select from: 

� Content distributed as deposited
� Basic curation – e.g., brief checking, addition of basic metadata or documentation
� Enhanced curation – e.g., creation of new formats, enhancement of documentation
� Data-level curation – as in C above, but with additional editing of deposited data for 

accuracy

� Outsource Partner
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I. Mission/Scope 

R1. The repository has an explicit mission to 
provide access to and preserve data in its domain.

� Explicit statements of this role within the 

organization’s mission and provide links.

� The level of approval within the organization 

that such a mission statement has received 

(e.g., approved public statement, roles 

mandated by funders, policy statement 

signed off by governing board).
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“archiving, documentation, and long-term preservation of social sciences data, 
including the indexing of data as well as the high-quality enhancement of 
particularly relevant data to prepare them for re-use”



II. Licenses

R2. The repository maintains all applicable licenses 
covering data access and use and monitors 
compliance.

� License agreements in use.

� Conditions of use (distribution, intended use, 
protection of sensitive data, etc.).

� Documentation on measures in the case of 
noncompliance with conditions of access and use.
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Usage regulations



III. Continuity of access

R3. The repository has a continuity plan to ensure 
ongoing access to and preservation of its holding.

� The level of responsibility undertaken for data 
holdings, including any guaranteed preservation 
periods.

� The plans in place to ensure the continued 
availability and accessibility of the data
� response to rapid changes of circumstance

� long-term planning should be described

� indicating options for relocation
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IV. Confidentiality/Ethics
R4. The repository ensures, to the extent possible, that data are 
created, curated, accessed, and used in compliance with 
disciplinary and ethical norms.

� How does the repository comply with applicable disciplinary 
norms?
� confirmation that data collection was carried out in accordance with 

legal and ethical criteria 

� Are special procedures applied to manage data with disclosure 
risk?
� Storage and distribution of data with disclosure risk 

� Are procedures in place to review disclosure risk in data, and to 
take the necessary steps?

� Are staff trained in the management of data with disclosure 
risk?
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V. Organizational infrastructure

R5. The repository has adequate funding and sufficient 
numbers of qualified staff managed through a clear 
system of governance to effectively carry out the 
mission.

� The repository is hosted by a recognized institution 
appropriate to its Designated Community.

� The repository has sufficient funding

� The repository ensures that its staff have access to 
ongoing training and professional development.
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VI. Expert guidance

R6. The repository adopts mechanism(s) to secure ongoing 
expert guidance and feedback (either in-house, or external, 
including scientific guidance, if relevant)

� Does the repository have in-house advisers, or an external 
advisory committee that might be populated with 
technical members, data science experts, and disciplinary 
experts?

� How does the repository communicate with the experts
for advice?

� How does the repository communicate with its Designated 
Community for feedback?
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VII. Data integrity and authenticity (I)

R7. The repository guarantees the integrity and 
authenticity of the data.

� Description of checks to verify that a digital object has 
not been altered or corrupted (i.e., fixity checks).

� Documentation of the completeness of the data and 
metadata.

� Details of how all changes to the data and metadata 
are logged.

� Description of version control strategy.

� Usage of appropriate international standards and 
conventions (which should be specified).

45



VII. Data integrity and authenticity (II)

� Does the repository have a strategy for data changes? 
Are data producers made aware of this strategy?

� Does the repository maintain provenance data and 
related audit trails?

� Does the repository maintain links to metadata and to 
other datasets? If so, how?

� Does the repository compare the essential properties 
of different versions of the same file? How?

� Does the repository check the identities of depositors?

46



47



VIII. Appraisal
R8. The repository accepts data and metadata based on 
defined criteria to ensure relevance and 
understandability for data users.
� Does the repository use a collection development 
policy?

� Does the repository have quality control checks to 
ensure the completeness and understandability of 
data? 

� Does the repository have procedures in place to 
determine that the metadata required to interpret and 
use the data are provided?

� Does the repository publish a list of preferred 
formats?
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IX. Documented storage procedures

R9. The repository applies documented processes 
and procedures in managing archival storage of 
the data.

� How are relevant processes and procedures
documented and managed?

� What levels of security are required, and how are 
these supported?

� Are backup strategy and data recovery in place? 

� Are risk management techniques used to inform 
the strategy?
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X. Preservation plan
R10. The repository assumes responsibility for long-term 
preservation and manages this function in a planned and 
documented way.
� Is the ‘preservation level’ for each item understood? How 

is this defined? 
� Does the contract between depositor and repository 

provide for all actions necessary to meet the 
responsibilities? 

� Does the repository have the rights to copy, transform, and 
store the items, as well as provide access to them? 

� Are actions relevant to preservation specified in 
documentation, including custody transfer, submission 
information standards, and archival information standards? 
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Archive agreement



XI. Data quality

R11. The repository has appropriate expertise to 
address technical data and metadata quality and 
ensures that sufficient information is available for 
end users to make quality-related evaluations.

� The approach to data and metadata quality taken 
by the repository.

� The ability of the Designated Community to 
comment on, and/or rate data and metadata.

� Whether citations to related works or links to 
citation indices are provided.
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XII. Workflows

R12. Archiving takes place according to defined 
workflows from ingest to dissemination.

� Workflows/business process descriptions.

� Levels of security and impact on workflows 
(guarding privacy of subjects, etc.).

� Appraisal and selection of data.

� Approaches towards data that do not fall within 
the mission/collection profile.

� Change management of workflows.
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XIII. Data discovery and identification

R13. The repository enables users to discover the 
data and refer to them in a persistent way through 
proper citation.

� Search facilities

� Searchable metadata? Harvesting?

� Is the repository included in registries?

� Does the repository offer recommended data 
citations?

� Does the repository offer persistent identifiers?
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XIV. Data reuse

R14. The repository enables reuse of the data over 
time, ensuring that appropriate metadata are available 
to support the understanding and use of the data.

� Which metadata are required by the repository?

� Are data provided in formats used by the Designated 
Community? Which formats?

� Are measures taken to account for the possible 
evolution of formats?

� Are plans related to future migrations in place?

� How does the repository ensure understandability of 
the data?
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XV. Technical infrastructure
R15. The repository functions on well-supported operating 
systems and other core infrastructural software and is using 
hardware and software technologies appropriate to the 
services it provides to its Designated Community.

� What standards does the repository use for reference? Are 
these international and/or community standards? How 
often are these reviewed?

� How are the standards implemented? 
� Does the repository have a plan for infrastructure 

development? 
� Is a software inventory maintained and is system 

documentation available?
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XVI. Security

R16. The technical infrastructure of the repository 
provides for protection of the facility and its data, 
products, services, and users.

� Procedures and arrangements are in place to 
provide swift recovery or backup 

� Your IT security system, disaster plan, and 
business continuity plan
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XVII. Additional information

R17. Any other relevant information you wish to 
provide on your repository.

� The repository may add any extra information that is 
not covered in the above Requirements but that may 
be helpful to the reviewers in making their assessment.

� For example:

� The usage and impact of the repository data holdings 
(citations, use by other projects, etc.).

� A national, regional, or global role that the repository serves.

� Any global cluster or network organization that the 
repository belongs to.
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Phew!
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Benefits  of "doing" the DSA

� Prerequiste for CESSDA membership

� Quality assurance

� Trust against stakeholders
� Data producers

� Data users

� Funders

� For new archives: Guideline and support for build 
up the archive

� For „old“ ones: evaluation of established 
procedures and processes
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Some handy tips

� Creation of lists (in case they are online: links)
� all relevant documents already available

� all documents not yet completed

� all documents still needed 

� Possible arrangements
� Policies/Mission statement

� Contracts and SLA

� General information/Websites

� Technical documentation

� Publications
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Some handy tips

� Colleguages to be involved

� Time schedule

� Regular meeting with a core group

� Creation of missing documents

� Evaluation of website
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Publications and Links
� Common requirements DSA-WDS: 

https://docs.google.com/document/d/1_DPwSA5P8LpK9Q34BhxJ
mX8So2GKL7eSLa-G-z5JvVg/edit

� nestor Catalogue of Criteria for Trusted Digital Repositories:  
http://nbn-resolving.de/urn:nbn:de:0008-2010030806

� PTAB: http://www.iso16363.org/
� Preserving Digital Information. Report of the Task Force on 

Archiving of Digital Information (Commission on Preservation 
and Access and Research Libraries Group (RLG)), 1996 
http://oclc.org/content/dam/research/activities/digpresstudy/final
-report.pdf

� RLG u. OCLC: Trusted Digital Repositories: Attributes and 
Responsibilities, 2002 
http://www.oclc.org/content/dam/research/activities/trustedrep/r
epositories.pdf 
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Publications and Links

� Internationale Task Force: Trustworthy Repositories 
Audit & Certification, 2007 
http://www.repositoryaudit.eu/about/ 

� Repositories Audit und Certification RAC, 
Consultative Committee for Space Data Systems 
(CCSDS) 
http://public.ccsds.org/publications/archive/652x0
m1.pdf

All pictures used in this presentation are, if not denoted differently, CC0 licenced 
and therefore public domain.
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